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DETAILED ACTION 

1 . This action is in response to the original filing of September 5, 2006. Claims (1 - 
18) are pending. 

Priority 

Acknowledgment is made of applicant's claim for foreign priority under 35 
U.S.C. 1 19(a)-(d). This application is a 371 of PCT/EP05/02162 filed on 2/28/2005 and 
further claim foreign priority to EUROPEAN PATENT OFFIC (EPO) 04290557.0 filed on 
3/2/2004. 

Claim Objections 

2. Claims 10-18 are objected to because of the following informalities: Claims 
contain numeric reference, "Voter Module (10)" for which should not be part of the 
claim limitation. Applicant is advised to delete such numeric references. Appropriate 
correction is required. 

Claim Rejections - 35 USC § 101 
35 U.S.C. 101 reads as follows: 



Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 
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3. Claims 12, 14, 16, and 18 are rejected under 35 U.S.C. 101 because the claimed 
invention is directed to non-statutory subject matter. Claim is directed to a computer 
product for which is non-statutory subject matter. The recitation of the intended use of 
the computer program product on a computer having a computer readable medium 
does not require the computer program product to be encoded on a computer-readable 
medium. Accordingly, the scope of the claims includes the computer program product 
by itself, which is function descriptive material and does not fall into at least one of the 
four statutory classes defined by 35 U.S.C. 101 . The computer program product, only 
imparts functionality when employed as a computer component, such as when a 
computer program is recorded on a computer readable medium. 

Applicant is advised to amend claims 12, 14, 16, and 18 to read, " a computer 
program executing on a processor which, when used on a computer apparatus", to 
overcome 101 rejection. 

4. Claim 10 is rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. Claim is directed to a system for which is 
indicative of software. As such, the claim recites non-statutory subject matter. 

Applicant is advised to amend claims 10 to read, " a electronic voting system 
comprising: a processor ..." to overcome 101 rejection. 
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5. Claim 11 is rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. Claim is directed to a voter module for which is 
indicative of software. As such, the claim recites non-statutory subject matter. 

Applicant is advised to amend claim 11 to read, " ... comprising a processor, and 
the voter's vote", to overcome 101 rejection. 

6. Claim 13 is rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. Claim is directed to a voting system admin 
server module for which is indicative of software. As such, the claim recites non- 
statutory subject matter. 

Applicant is advised to amend claim 13 to read, "... comprising a processor, and 
the voter's vote", to overcome 101 rejection. 

7. Claim 15 is rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. Claim is directed to a voting system 
randomizer module for which is indicative of software. As such, the claim recites non- 
statutory subject matter. 

Applicant is advised to amend claim 15 to read, "A voting system randomizer 
module comprising a processor to overcome 101 rejection. 

8. Claim 17 is rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. Claim is directed to a voting system tallier 
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module for which is indicative of software. As such, the claim recites non-statutory 
subject matter. 

Applicant is advised to amend claim 17 to read, "A voting system trallier module 
comprising a processor to overcome 101 rejection. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

9. Claims 1-18 are rejected under 35 U.S.C. 102(e) as being anticipated by Fujioka 
et al. (US Patent No. 6,845,447 and Fujioka hereinafter). 

1 0. As to claim 1 , Fujioka teaches a electronic voting method comprising the 
step of using a fair blind signature scheme to obtain a digital signature (Yi) of a 
data signal (xi) comprising a voter's vote (l~i) ) (i.e., ... teaches A voter V.sub.i 
encrypts his vote content v.sub.i with a public key k.sub.PC of a counter C, then 
concatenates the encrypted vote content x.sub.i with a tag t.sub.i to obtain a ballot 
z.sub.i, then randomizes it with a random number r.sub.i to create a preprocessed text 
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e.sub.i, and sends it and a signature s.sub.i therefor to an election administrator A. ... 
teaches a administrator A generates a blind signature d.sub.i for the preprocessed text 
e.sub.i and sends it back to the voter V.sub.i. . . . teaches a voter V.sub.i excludes the 
influence of the random number r.sub.i from the blind signature d.sub.i to obtain 
administrator signature y.sub.i, and sends vote data <z.sub.i, y.sub.i > to a counter 
C. [abstract]. 

11. As to claim 2, Fujioka teaches a electronic voting where the fair blind 
signature scheme is a threshold fair blind signature scheme in which the digital 
signature is obtained from a sub-set of a group of servers, the group of servers 
containing n servers and the sub-set containing t servers, where t n (i.e., ... 
teaches the decryption process involves the use of a distributed secret key k.sub.SCj of 
every distributed counter, or requires a certain number (a threshold value U.sub.t 
(where 2<U.sub.t <U) of people to work together [col. 9, lines 20-26]). 

12. As to claim 3, Fujioka teaches a electronic voting method where the data 
signal (xi) corresponds to the voter's vote (v/) encrypted according to a first 
encryption scheme (ErM) (i.e., ... teaches A voter V.sub.i encrypts his vote content 
v.sub.i with a public key k. sub. PC [abstract]), said first encryption scheme being the 
encryption scheme of a first mix-net (TM), and the method further comprises the step of 
applying the decryption scheme (DrM) inverse to said first encryption scheme to said 
data signal (xi) whereby to retrieve the voter's vote (vi). 
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13. As to claim 4, Fujioka teaches a electronic voting method comprising the 
steps of: 

receiving, in a first order, a batch of encrypted data signals, each encrypted 
data signal (ci) comprising data encrypted according to a second encryption 
scheme (EM) said data including a respective data signal (xl) [abstract]; 

retrieving each data signal (xl) from the respective encrypted data signal 
(ci) in said batch by applying a decryption scheme (DM) inverse to said second 
encryption scheme (EM) (i.e., ... teaches the encrypted vote are decrypted [col. 3, 
lines 10-20]); 

and outputting the retrieved data signals (xl) for said batch in a different 
order from said first order [fig, 3]. 

14. As to claim 5, Fujioka teaches a electronic voting method where said second 
encryption scheme is the encryption scheme of a second mix-net (M) [abstract]. 

15. As to claim 6, Fujioka teaches a electronic voting method comprising the 
step of detecting irregularities in the voting process, said step of detecting 
irregularities comprising verifying that the ballots to be counted do not contain 
duplicated data-pairs (i.e., ... teaches and makes a check in the list checking part 170 
to see if the number of ballots placed on the ballot list 320A is equal to the number of 
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voters published [col. 8, lines 20-30]), wherein a data-pair corresponds to one of 
said data signals and the digital signature thereof [fig. 6]. 

16. As to claim 7, Fujioka teaches a electronic voting method comprising the 
step of detecting irregularities in the voting process, wherein the step of 
detecting irregularities comprises checking the validity of the digital signatures in 
the ballots to be counted (i.e., .. teaches checking the verification of the digital 
signatures compliance to equation [col. 8, lines 1-10]). 

17. As to claim 8, Fujioka teaches a electronic voting method and comprising the 
step of detecting irregularities in the voting process, wherein the step of 
detecting irregularities comprises checking that there is no overlap between the 
ballots to be counted and entries in a revocation list (i.e., ... teaches verifying if the 
voter is eligible to vote [col. 7, lines 9-25]). 

18. As to claim 9, Fujioka teaches a electronic voting method claim and 
comprising the steps of: 

receiving said data signal (xi) for digital signature according to said fair 
blind signature scheme at a server module (AS), said data signal (xi) comprising a 
vote (vi) selected by a voter (VI), said vote (vi) being encrypted according to said 
first encryption scheme (ETM), blinded according to said fair blind signature 
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scheme and digitally signed according to a digital signature scheme of said voter 

[abstract]; 

verifying, by said server module (AS), that the digital signature (si) in the 
received signal is valid (i.e., .. teaches checking the verification of the digital 
signatures compliance to equation [col. 8, lines 1-10]); 

in the case where the verifying step confirms that the digital signature in 
the signal received by said server module (AS) is valid, said server module (AS) 
digitally signs the blinded encrypted vote (el) and outputs the digitally-signed 
message (SAs(ei)) [abstract]; 

unblinding the digitally-signed message (SAs(ei)) to yield said digital 
signature (3/) of the data signal (xi) [abstract]; 

encrypting said data signal (xi) and said digital signature (Yi) thereof 
according to said second encryption scheme (EM) to produce encrypted data 
signal (cl) (i.e., ... teaches each voter encrypts his vote content by a public key of the 
counter, then randomizes the encrypted vote content by a random number to create a 
preprocessed text, then attaches thereto his signature, and sends the signed text to the 
election administrator [col. 2, lines 33-40]); 

and signing said encrypted data signal according to a signature scheme of 
the voter (Vi) [abstract]. 

19. As to claim 10, Fujioka teaches a electronic voting system comprising: a 
plurality of voter modules (10), and an admin server module (20), wherein a voter 



Application/Control Number: 1 0/591 ,786 Page 1 0 

Art Unit: 2431 

module (10) and the admin server module (20) cooperate in application of a fair 
blind signature scheme whereby to obtain a digital signature O'i) of a data signal 
(xi) comprising the respective voter's vote (vi) [abstract]. 

20. As to claim 1 1 , Fujioka teaches a voter module (10) adapted to cooperate with 
an admin server module (20) in application of a fair blind signature scheme 
whereby to obtain a digital signature (yl) of a data signal (xi) comprising the 
voter's vote (vi) [abstract]. 

21 . As to claim 12, Fujioka teaches a computer program having a set of 
instructions which, when in use on computer apparatus, adapt said computer 
apparatus so as to constitute a voter module (10) according to claim 11 [col. 2, 
lines 29-32]. 

22. As to claim 13, Fujioka teaches a voting system admin server module (20) 
adapted to cooperate with a voter module (10) in application of a fair blind 
signature scheme whereby to obtain a digital signature O'i) of a data signal (xi) 
comprising the voter's vote (vl) (i.e., ... teaches A voter V.sub.i encrypts his vote 
content v.sub.i with a public key k. sub. PC of a counter C, then concatenates the 
encrypted vote content x.sub.i with a tag t.sub.i to obtain a ballot z.sub.i, then 
randomizes it with a random number r.sub.i to create a preprocessed text e.sub.i, and 
sends it and a signature s.sub.i therefor to an election administrator A. ... teaches a 
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administrator A generates a blind signature d.sub.i for the preprocessed text e.sub.i and 
sends it back to the voter V.sub.i. . . . teaches a voter V.sub.i excludes the influence of 
the random number r.sub.i from the blind signature d.sub.i to obtain administrator 
signature y.sub.i, and sends vote data <z.sub.i, y.sub.i > to a counter C. [abstract]). 

23. As to claim 14, Fujioka teaches a computer program having a set of 
instructions which, when in use on computer apparatus, adapt said computer 
apparatus so as to constitute a voting system admin server module (20) 
according to claim 13 (i.e., ... teaches election administrator verifies the validity of the 
voter through utilization of his signature attached to the encrypted text [col. 2, lines 35- 
40]. 

24. As to claim 15, Fujioka teaches a voting system randomizer module (40) 
comprising: input means for receiving a batch of cast votes, each cast vote 
comprising an encrypted data signal (cl) comprising a respective voter's vote (vi) 
digitally signed according to a fair blind signature scheme [abstract], each 
encrypted data signal (cl) being encrypted according to a predetermined 
encryption scheme (EM) (i.e., ... teaches each voter encrypts his vote content by a 
public key of the counter, then randomizes the encrypted vote content by a random 
number to create a preprocessed text, then attaches thereto his signature, and sends 
the signed text to the election administrator [col. 2, lines 33-40]); 



Application/Control Number: 1 0/591 ,786 Page 1 2 

Art Unit: 2431 

and a mix-net (Mr) for decrypting said encrypted data signals (ci) by 
applying a decryption scheme (DM) inverse to said predetermined encryption 
scheme (EM) (i.e., ... teaches the encrypted vote are decrypted [col. 3, lines 10-20]); 

and output means for outputting the decrypted signals of said batch in an 
order different from the order of the corresponding encrypted data signals in said 
batch [fig. 3]. 

25. As to claim 16, Fujioka teaches a computer program having a set of 
instructions which, when in use on computer apparatus, adapt said computer 
apparatus so as to constitute a voting system randomizer module (40) according 
to claim 15 (i.e teaches a randomizer [fig. 3]). 

26. As to claim 17, Fujioka teaches a voting system tallier module (50) 
comprising: input means for receiving cast votes [fig. 7], each cast vote 
comprising a data signal (x~) digitally signed according to a fair blind signature 
scheme (i.e., ... teaches a blind signature [abstract]), each data signal (xi) 
comprising a respective voter's vote (vi) encrypted according to an encryption 
scheme (ErM) (i.e., ... teaches encrypted vote content [abstract]); 

and a mix-net (M) for decrypting said encrypted votes (vi) by applying a 
decryption scheme (DrM) inverse to said encryption scheme (ErM) (i.e., ... teaches 
the encrypted vote are decrypted [col. 3, lines 10-20]). 
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27. As to claim 18, Fujioka teaches a computer program having a set of 
instructions which, when in use on computer apparatus, adapt said computer 
apparatus so as to constitute a voting system tallier module (50) (i.e., ... teaches a 
counter apparatus [fig. 7]). 
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